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Reliability by design

 What is Reliability
Specifications
Software Maturity
Testing
Dealing with the unknown
- MPF — priority inversion
- MER - heap exhaustion
- Mechanisms used to trace, verify, and fix these iss  ues
Lessons Learned

Where is Reliability heading?
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Reliability by design

Examples from recent versions of VxWorks
Fault Isolation
Health Management
Control loop scheduling
Persistent Logging

Multiprocessing

Tools to increase Software Maturity and effectivene
Testing and Debug

On-Chip Debuging — single / multiple cores
Diagnostics / Sensorpoints

lab, and deployed/in-situ test and patch
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Reliability

 Technology Review: Why is most software so bad?

Bjarne Stroustrup: Some software is actually pretty good, by
any standard. Think of the Mars Rovers, Google, and the
Human Genome Project. Now, that's quality software!

[At least two of these ventures use VxWorks...]

« MER: 2 Mars years beyond the 90-sol planned mission
Based on JPL’s Mars Parthfinder, Deep Space One, etc.

e MPF: 30 sol nominal + 54 sol extended mission
— 4 july — 27 sep 1997
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Software Reliablility

IEEE: ". . . the ability of a system or componentt o perform
Its required functions under stated conditions for a
specified period of time."

Reliablility is the ability for the system to deliver on the
specifications for what the system is supposed to do.

Specifications must explicitly state the problem set the
software is expected to solve, and the range and domain of
of inputs and expected results.
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Software Maturity

Software Maturity is usually described in terms of
Capability and Maturity — The ability do something, and
the state of being fully developed.

There are many ways to achieve Software Maturity.

There is no replacement for breadth and depth of us e, and
responsiveness distributing and integrating fixes f or
anomalies.
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Software Maturity

Software re-use is a way to increase software matur ity.
Mars Exploration Rovers inherited it's software bas e
from many previous missions. Some of them:

- Mars Pathfinder: Initial port to Rad6000, systemta sk health
monitor, in-situ patch system, and EDL (Landing) sy  stems

- Deep Space One / Stardust: Autonomous Navigation, A utonomous
Flight Software, Rad6000 flight processor

- SIRTIF (Spitzer Space Telescope): numerous VxWorks  O.S.
enhancements and bug fixes, Rad6000 flight processo

Mars Pathfinder ,
LGA = Low Gain Antenna IMP
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Software Test

Untested software is worst than tested-bad software
At least you know what you’re getting with tested-b ad.

“Test as you fly, fly as you test” — NASA Axiom

Test specifications
Must provide for full coverage of APIs and ABIs

Duplication of operation environment (Simulation)
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Reliability by design

What is Reliability
Specifications
Software Maturity
Testing

 Dealing with the unknown

- MPF — priority inversion

- MER - heap exhaustion

- Mechanisms used to trace, verify, and fix these iss  ues
Lessons Learned

Where is Reliability heading?

© 2005 Wind River WIND RIVER



Dealing with the unknown: Problems

There are some well known mechanisms for handling
some unexpected problems

- Fault tolerance and isolation
- Health Management
- Diagnostic modes

There are some problems that are impossible to
anticipate or plan for.
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Dealing with the unknown: Problems

There are some problems thatiare inMjpes
anticipate or plan for.
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Mars Pathfinder (Mars 96)

MPF — nominal mission, 7months +30 days
Extended mission: 54 days

Deadlock / priority inversion exposed
— Operating beyond any tested conditions

A software tracing feature was used to find the pro blem
Debug tools were in the flight system software
Fix was tested in twin system here

The VxWorks shell was also included on the system,
running at reduced priority, as a back-up debug too I
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Mars Pathfinder (Mars 96)

*NASA JPL 1996-1997
* VxXWorks RTOS in Lander,
controlled all aspects of mission
from launch on,
e Mission extended from 30 to 90
days
New technologies include “drop-
bounce-roll” landing
eFirst COTS HW/SW planetary
probe design
*\VVXWorks ported to Rad6000
COTS platform in about one year
(3-man team at WIND)
*Several NASA awards
*Presidential Quadrennial Award
for Excellence in Engineering
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Deep Space One

 NASA JPL 1998 — 2001
 Mission extended 9/99

e Asteroid Braille, Comet Borrelly
fly-bys

 Best ever images of a comet's
nucleus (until Deep Impact,
Stardust)

 Technologies demonstrated:

lon propulsion system, autonomous
navigation, autonomous flight
software

DS1 approaches C. Borrelly * Rad6000 architecture
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Stardust

Launched Feb 7 t 1999, returned
Jan 2006

Demonstrated Autonomous
Navigation, with inertial and
stellar navigation modes.

Returned samples of interstellar
and comet dust

Return capsule was the fastest
man-made object, ever!
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Space InfraRed Telescope Facility

e Spitzer's mission: to image the sky in
infra-red,

 The last telescope of the Great
Observatories Program at NASA

* First instrument to ever conduct
spectroscopy of an exoplanet’s
atmosphere

» Services back-ported over a dozen
patches to VxWorks 5.3.1 for Rad6000
for Spitzer

gy

SIRTF, re-named Spitzer
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Mars 2004

"38 months blood, sweat, and tears: 15 minutes
of elation, 7 months of boredom, 6 minutes of
terror, and 3 months of fun."

Description of the Development, Launch,
Cruise, Landing, and Mars surface ops for Mars
Exploration Rovers, delivered at the MER
launch tech briefings, Kennedy Space Center,
June 25-28 2003
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Mars 2004: Exploration Rovers

VxWorks 5.3.1 MER Edition: special release of VxWorks
5.3.1 for Rad6000 with updates from Mars Pathfinder, Deep
Space One, Mars Odyssey, Stardust, Genesis, Spitzer
Space Telescope, and over a million earth-bound products.

T T

nmnmr e oo 11 (R)
11 mme mmne I ---1"@ ]|
1 1 mmr nmr 1 0”0”0 ]|
111 1 1 I VU0 I 1
m min rm nmnnm 1 1 1]
me 1o e e 1 1
1113 S V11 11111 O 11 1 1

]
]
1 1mrT mmrom m 110 mr
1 e m o1 10 1 1m - 1

18 © 2005 Wind River WIND RIVER



19

Mars Exploration Rovers (Mars 2004)

NASA / JPL / Cornell
eLaunched July/August 2003
sLanded January 2004
Nominal 90-day mission
«1046" day of Extended mission
(Spirit — 14 Mar 07)

*Mission extended indefinitely — 6

month evaluations

«“Sol 18” problem debugged from

over 35 million miles away

*Mission: to collect evidence of

liquid water on the surface of

Mars — SUCCESSFUL

2 Rovers, both still operating
 Rad6000 Architecture
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Anticipating the Unknown:Lessons Learned

e Fault Tolerance

— Custom exception handlers were used, for “memory
scrubbing”, and handling other expected unpredictab le faults.

— Attempt correction of cause where possible

e Health Management and Monitoring

— MER inherited a scheme whereby a monitor task perio  dically
checked to ensure necessary housekeeping tasks were
running.

— Allows a course level of system health monitoring
e System event data logging
e Diagnostic mode
 In-Situ Patch
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Lessons Learned: where VxWorks is going

Fault Tolerance
— NEW OS’s and new virtual memory schemes available.
— Use of MMU to help isolate faulty code

* Health Management and Monitoring

— Configurable event, logging, and health management systems
(VxWorks EDR, VxWorks 653 HM tables, etc)

— Application programming interfaces available from k ernel and user-
mode

« SMP /AMP / Virtualization

e Concurrent debug capabilities
e Test/ Diagnostics

e In-Situ Patch
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Where is Reliability heading?

Fault Isolation

— Instead of just adding improved exception
handling, effects of a fault can be confined to a
limited range of memory.

— Memory maps, execution privilege levels, etc, can
be used to prevent application errors from
affecting other applications or the kernel

— Partitioning systems can limit effects of a “crash”
to a single application, and provide fault handling
on multiple levels (at the task, partition,or
separation-kernel level, etc).
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-____________________________>

User
Mode

Fault Isolation

App #1 App #2
protected protected
Text and data Text and data

Partition One Data space Partition Two Data space

Separation Technology (MMU, etc)
Kernel

Board Support Package (BSP) Mode
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Health Management

<Module>

Health management should be <HealthMonitor>

a configurable part of the OS.

it should be flexible, able to <SystemHMTable/>
handle events on a variety of <SystemState
levels SystemState=....

Example from VxWorks 653 /

Platform for Safety Critical
Applications <SystemState

HM table allows handling of

faults at given levels or <ModuleHMTable/>
propagation of faults to <PartitionHMTable/>

“higher” levels
</HealthMonitor>
</Module>

© 2005 Wind River
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Control Loops

Flight software often relies on
repeated control loops

specific to each phase of flight

Control loops, or “schedules”,

should be easy to configure in

the O.S.

Example from VxWorks 653
(for Integrated Modular
Avionics)

Table allows for several

schedules to be easily defined.

© 2005 Wind River

</Partitions>
<Schedules>
<Schedule
Id="0">
<PartitionWindow
PartitionNameRef="part1"
Duration="0.025"/>
<PartitionWindow
PartitionNameRef="part2"
Duration="0.025"/>

</Schedule>
<Schedule
ld="1">
<PartitionWindow
PartitionNameRef="part3"
Duration="0.025"/>
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Persistent EDR Logging

Event logging has configurable
verbosity

Includes information about
affected modules

Information can include register
dumps and disassembly

EDR logs can persist across
reboots

Example from VxWorks 6.6; EDR
IS available in vxWorks 6.

edrLib application programming
Interfaces for runtime use (kernel
and RTP)

Severity/Facility: FATAL/INTERRUPT

Boot Cycle: 1

OS Version: 6.6.0

Time: THU JUN 19 17:03:21 2008 (tick s = 4584)
Task: "tJobTask" (0x10543d40)

Injection Point:  excArchLib.c:378
interrupt-level exception!
<<<<<Memory Map>>>>>
0x10010000 -> 0x10104a70: kernel
<<<<<Exception Information>>>>>
Exception !

Vector 13 : Access Violation
Program Counter: 0x10024b3a
Access Address (read): 0x00000000
Status Register: 0x00010206

<< Registers>>>>>
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Multiprocessing / Virtualization

WindRiver now supplies software for multi-processin g platforms:

VXMP — allows data to be shared across nodes on aba ckplane

VxWorks AMP — allows application data to be shared across
multiple cores

VxWorks SMP — allows applications to share data and text
among multiple cores / CPUs on one board.

VxWorks 653 for Integrated Modular Avionics allows one
modern computer to replace multiple legacy systems (ARINC).

WR Hypervisor Virtualization Technology — run multip le OS’s
on one computer

MILS technology, allows Multiple Independent Levels of
Security (NSA).
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Debugging and Patch Challenges

Multiple, interacting contexts
— Independent blades with VXMP

— Independent cores in AMP
— Concurrently executing threads / cores in SMP

— Virtual execution contexts

Synchronization issues are notoriously hard to debu g
— May be very difficult to reproduce

— Debug can change behavior

Dynamic debugging and system-level analysis

In-situ debug and patch
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Wind River On-Chip Debugging

Wind River PROBE

* 100 Mhz JTAG Clock

* USB 1.x and 2.0 Compliant
» Autovoltage

* Bus Powered

Wind River ICE

» 20 Mhz JTAG Clock
e Multicore

» Multisession

Wind River Trace

» High-speed real-time trace buffer (up to 200 MHz)
* Filtered trace

* Modular hardware design

 Graphical User Interface

* Target versatility

* Ability to capture up to one million lines of code

» 200 MHz Trace Speed

29 © 2005 Wind River
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On-Chip Debugging API and Utility
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Multicore Debug Screen Example 1
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Diagnostics for the Device Life Cycle

I Development I Deployment I

Concept Ship Date End of Life
Wind River Wind River
Lab Diagnostics Field Diagnostics

Link development, test, and field service in a coll  aborative, dynamic
environment for live device diagnostics

 Powerful Sensorpoint instrumentation e Build higher quality devices

* Rapid fault isolation and repair * Minimize mean-time-to-repair
e Improve time-to-market e Lower service costs

» Better productivity & predictability » Share diagnostics knowledge

 More comprehensive testing

Deliver Better Products, Faster
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AN

/

he Power of Sensorpoints

« Dynamically probe “live” devices
— Retrieve and modify variables and data

o Capture system state at point of failure
— Eliminate need to reproduce in lab

 Rapidly iterate to isolate root causes
— ‘What if’ analysis without recompile/load

« Patch running equipment

— ‘hot patch’ to verify fixes before committing to code
base

— Perform live system updates

« Enhance suites and code coverage
— Inject faults, measure performance, simulate 1/0

 Grow knowledgebase of reusable probe
— Deploy per support procedures or intelligent systems
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Use Case: Fault Injection

Inject faults with Sensor
Points to execute error
handlers

Inject faults

Execute uncommon states
Test error handling branches
Follow uncommon data flow

Test sub-system and system
error responses

Test race conditions

Fully characterize fault
response of applications

© 2005 Wind River
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Where Reliabllity is heading

Lessons Learned - Some of our new capabillities
Include:

 Improved MMU support

 Health Management

* Persistent system log files

e Multiprocessing / Multi-thread debugging
* Improved testing features for applications
 Improved software for certifiable systems
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Where Reliabllity is heading
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WIN

Wind River, the global leader in device
software optimization (DSO), enables
companies to develop and run software

faster, better, at lower cost, and more
reliably.
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