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Federated System

Advantages
* Independence of design and certification '_
» Traditional methodology (well understood) . |
*  Supply chain geared for this potcton Tt e
Software ArChIteCtU re Real-Time Operating System (:I::;:lgd;:;::n : :
*  Monolithic image
* Usually single safety certification level
« Image traceable from binary to

requirements Tl
Disadvantages
« SWaP (Space, Weight and Power)

i i Air Data
— Each function is a separate LRU Flight
e Less S/W re-use Management
- System

*  Less portability ARING 426/1553
* Less modularity
2 - WIND RIVER

© 2008 Wind River Systems, Inc.



Why Integrated Modular Avionics?

Allows for consolidation and
portability of applications

— Lower program lifecycle costs
Improved software re-use

— Reduce impact for re-using components
Improve modularity

— Reduce impact for application changes
Improve portability

— Reduce upgrade costs

— A standards based platform provides
integrator with choices of vendors

Flexibility and fault tolerance
— Results in improved dispatch reliability
Reduce the number of LRU’s
— Lower maintenance costs
— Reduce weight and size

Support Multiple DO-178B Safety
Levels on a single microprocessor

Ground Health
Link Mgmt
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IMA and ARINC 653

« ARINC 653 is a specification _for an application executive used for
Integrating avionics systems on modern aircraft

« Itis an API of 51 routines: time and space (memory ) partitioning, health
monitoring (error detection and reporting), communi cations via ports

 ARINC 653 OS and applications are typically certifi  ed per DO-178B;
different partitions can be certified to different DO-178B safety levels

Federated System Integrated Modular Avionics

(IMA)
Cockpit
Displays

Flight Air Data FMS Displays

Air Data Management T
System MMU-Partitioning

Operating System

Computer

ARINC 429
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ARINC 653 APEX APplication EXecutive
Application Programming Interface

« The ARINC 653 APEX API provides the following
services for the application(s):
— Process Management
— Time Management
— Partition Management
— Sampling Port Management
— Queuing Port Management
— Buffer Management
— Blackboard Management
— Semaphore Management
— Event Management
— Error Management

WIND RIVER
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Operating System Partitioning

o Partitioned Operating Systems implementing ARINC
653 make Integrated Modular Avionics (IMA) arealit vy

e Wind River VxWorks 653 Platform enables IMA for our
customers

— Implements the “Two level Operating System" approac h as
described in DOT/FAA/AR-99/58, Partitioning in Avionics
Architectures: Requirements, Mechanisms and Assuran ce
authored by John Rushby

— Fully realizes the concept of a virtual machine in described in
DO-178B, section 6.4.1

— Provides a full ARINC 653 Supplement 2, Part 1 appl ication
programming environment

— Allows for easy migration since it also supports a standard
vxWorks API within a partition

WIND RIVER
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User
Mode

VxWorks 653 RTOS

Graphics
generator
application

Map Radar
application JEEETAI{E G

Display
application

Partition OS Partition OS Partition OS Partition OS

XML Configuration Data

ARINC 653 Application Executive
(with ARINC 653 ports and time/space scheduler)

Board Support Package (BSP)

Hardware Board
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he OS Is only half the story

 ARINC 653 Partitioned Operating Systems like VxXWork s 653 only
fill half the need of any IMA program

How can an IMA program successfully ...
— Develop applications and platform independently

— Integrate multiple applications from different supp liers in an
efficient manner

— Change/update 1 independent application
— Configure/Reconfigure an application’s resources
— Configure/Reconfigure the partition level health mo nitor

without re-certifying/re-testing the entire system?
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Lessons Learned by Wind River

IMA systems are extremely complex:

— Large number of applications: 10+

— Large application: 2,000,000+ lines of code, 4-8 M  Bytes

— Multiple Languages (C/C++, Ada, Assembly)

— Large configuration data sets: 40,000+ configurati  on entries

Complexity must be managed to be successful
— Role and responsibility have to be clearly defined
— Roles and activities have to be decoupled

Development cycles are shorter and shorter

Cost of Change must be very low

— Introducing a change must have a low impact even during the
certification cycle

Solution : Configuration and Build Partitioning
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Introducing DO-297 / ED-124

“Integrated Modular Avionics (IMA) Development
Guidance and Certification Considerations”
e Purpose:

“..provides guidance for IMA developers, integrator s, applicants, and
those involved in the approval and continued airwor thiness of IMA
systems. It provides specific guidance for the assu rance of IMA
systems as differentiated from traditional federate d avionics ”

* Results of joint US/EU Study RTCA SC-200 and EUROCAE WG-60

* Defines roles and responsibilities — Certification A pplicant,
Systems Integrator, Platform Supplier, Application Supplier

 References RTCA DO-178B (EUROCAE ED-12B) and ARINC 653
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DO-297/ED-124 stakeholder concept

Separate and organize configuration data and build activities per
IMA roles:

— System Integrator
— Platform Supplier and
— Application Suppliers

Each role has its own configuration data and set of build activities

Each activity is independent of every other

Build
t activities

e/ U ax

Build
activities

iw
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DO-297/ED-124 Stakeholders

System Integrator
— Define overall architecture
— Define platform and resource for  Platform Supplier
— Negotiate resources with each and every  Application Supplier
— Configure modules to match agreed application requi rements
— Integrate, test and deliver certification evidence for entire system

Platform Supplier

— Provide target hardware, ARINC653 OS, and developme nt tools to
Systems Integrator

— Performs test and initial certification of “Platfor m”

Application Supplier
— Develops “Hosted” applications and verifies on “plat form”

— Negotiates external interfaces and resource require  ments with
Systems Integrator

— Role is separated among multiple organisations
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XML Notation

XML represents data in ASCII

OS requires data in binary
— Compile XML code on OS
— Convert to binary during build

Compile XML code on OS

<x5.simpleType name="NameType">

</xssimpleType:>
<xs.simpleType name="CriticalityType">

<xs:annotation=
<xs:documentation=A 1..30 character string.</xs:documentation>
</¥s:annotation=
<xsrestriction base="xsstring">
<xs:minLength value="1"f>
<xs:maxLength value="30"/>
</xs:restriction=

<xs:annotation>

<xs:documentation=Level A _.. Level E</xs:documentation=
<fxs:annotation=
<y¥s:restriction base="xs:string">

<xs.enumeration value="LEVEL A"."|>

<xs.enumeration v. "LEVEL B"/>

<xs:enumeration value="LEVEL_C"/>
<xs:enumeration value="LEVEL_D"/>
<xs.enumeration value="LEVEL_E"/>

<fxs.restriction=

— XML code can be large (millions lines)

— Must validate XML code somehow
* Checker is large and complex

Convert code on host
— Can have Qualified checker on host
— Instant feedback of problems
— Lower runtime code (SWaP)
— Faster boot time (no XML parsing)

© 2008 Wind River Systems, Inc.
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Application Display
Platform System Suppliers m
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XML Config m |
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Build Activities

« Each build activity provided by Wind River defines a
reference process

 Highly adaptable to the development / certification
process and requirements of each program

 Each entity is independently loadable on the target
— Each entity can then be independently updated

e Based on well known tools
— Compiler, linker, Makefiles (GNU)

— DO-178B Qualified Development Tool for XML compilat ion
directly to binary configuration record loaded onto target
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Benefits of Configuration and Build
Partitioning

o Clearly defines responsibility and ownership of configuration data

 Enables each configuration entity to be submitted iIndependently

 Incremental changes can be introduced without impacting the
entire program

 Preserves confidentiality between parties since configuration data
sharing is not required

 [Establish the notion of contract between roles

 Minimize “cost of change”

 Create manageable configuration data set
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What else Is required?

 An IMA system consists of :
A Module OS (MOS) (Partition Scheduler)
« Configuration data (XML)
» At least one application

ARINC 653 Application Executiv

e
(with ARINC 653 ports and time/space scheduler)

 We have proven configuration binary

— generated by qualified development tool

 Need to achieve “IMA System Acceptance”
— Requires “Module Acceptance”
— Requires “Proven Configuration Data”
— Requires “Application Acceptance”
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Module Acceptance

 IMA Platform:
— Software, hardware, can be divided into further mod
/O, HM etc.
* Independent build from Applications
» Life-cycle data to support IMA System Acceptance
— Resource configuration and test data
— Health monitoring configuration and test data
— Scheduling data
— Robust Partitioning data

ules, core OS,

Requirements High-Level Low-Level Hardware Software Software Systems
Definition Design Design Bring-Up Coding Testing Integration
and Testing
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Application Acceptance
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Requirements High-Level Low-Level Hardware Software Software Systems
Definition Design Design Bring-Up Coding Testing Integratlgn
and Testing

* Prove application only use allocated resources

» Life-cycle data to support IMA System Acceptance
— Independent build and link from other applications

* Independence also helps Intellectual Property Issue
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IMA System Acceptance

* IMA Systems integration
e Application code, test data
 Platform code, test data

e Must provide
* Robust Partitioning data
* Prove application independence
 Allows separate safety levels
e Health Monitoring
* Non-propagation of faults
 Independence of HM configuration
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Summary

« Configuration and development processes are the
factors for successful programs

— Time and integration are where the challenges are, not the
applications, the OS or the hardware

o Special emphasis should be put on these two areas
from the start of a program

 Both areas needs to be carefully designed

o Successful programs use partitioning in both the OS
and development process
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Question and Answer

Session

Thank You

Larry Kinnan
Principal Technologist

Avionics and Safety Critical
Systems

larry.kinnan@windriver.com
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